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Abstract. We propose a series of type systems for the information-flow security
of assembly code. These systems extend previous work TALC with some tim-
ing annotations and associated judgments and rules. By using different timing
rules, these systems are applicable to different practical settings. In particular,
they can be used to prevent illicit information flow through the termination and
timing channels in sequential programs as well as the possibilistic and probabilis-
tic channels in multi-threaded programs. We present the formal details of these
as a generic type system TAL+

C and prove its noninterference. TAL+
C is designed

as a core target language for certifying compilation. We illustrate its use with a
formal scheme of type-preserving translation.

1 Introduction

Language-based techniques are promising in enforcing information-flow security [19].
An information-flow problem typically concerns a program which operates on data of
different security levels, e.g., low and high. Low data are public data that may be dis-
closed to all principals; high data are secret data whose access must be restricted. An
information-flow policy, such as noninterference, typically requires that no information
about high input data can be inferred from observing low output data. In practice, the
security levels can be generalized to a lattice [26].

Whereas most existing work on information flow has focused on high-level lan-
guages, low-level languages are gradually receiving more attention, especially from the
perspective of typed assembly languages [13] and for the purpose of certifying compi-
lation [10, 21]. In recent work [12, 30], type annotations are used to restore the missing
abstraction in assembly code, and type-preserving translation is used to preserve se-
curity evidence from the source to the target. By security-type checking directly at the
target level, the compiler is lifted out of the trusted computing base, yielding higher con-
fidence on the code behavior. In addition, in the context of mobile code security where
code providers are potentially malicious and source code is typically not available for
analysis, certifying compilation allows code producers to provide security evidence in
the form of types and other annotations to accompany the target code for separate veri-
fication on the code consumer’s side.

Although a good start, such low-level information-flow analysis only investigated
relatively simple settings. In particular, only sequential programs were considered, and
attackers were assumed to be unable to observe beyond the regular machine states (e.g.,



heaps and register files). In practice, however, attackers may also be able to observe
some timing behaviors, either by observing physically the execution time of a program
(external timing) or by exploiting thread interaction (internal timing). Such timing be-
haviors, unfortunately, provide some covert channels of information flow that could be
easily exploited.

This paper presents solutions that address information-flow security for low-level
languages in more practical settings. For sequential programs, we propose type systems
for closing up some covert channels, namely termination [25] and timing [1] chan-
nels. For multi-threaded programs, we propose type systems that guarantee possibilis-
tic [23] and probabilistic [20] noninterference. Our solutions are inspired by source-
level security-type systems which account for program timing behaviors. Based on our
previous work [30] on a typed assembly language for confidentiality (TALC), we intro-
duce additional annotations to document the timing of program execution. These timing
annotations are used to express various source-level constraints, such as the absence of
loops in high security contexts.

We observed that different timing annotations were needed to address different
information-flow channels. Nonetheless, there was much similarity between the under-
lying type systems. We have formulated a generic type system TAL+

C , which addresses
different information-flow channels when given different “timing rules.” The formal re-
sults of this paper is given in terms of the generic TAL+

C . By giving TAL+
C different

“parameters,” we obtain specialized systems for different situations. As expected, the
trivial “empty” parameter reduces the generic TAL+

C to the original TALC .

An advantage of the generic treatment, and of TAL+
C , lies in simplicity. The ex-

tensions we propose are self-contained and easy to understand, yet they suffice in ad-
dressing all the above mentioned practical settings. They also interact naturally with ad-
vanced features of typed assembly languages. These enable the potential use of TAL+

C in
a more sophisticated typed assembly language, which in turn may serve as a general tar-
get for certifying compilation. The smooth transition from TALC to TAL+

C also serves
as a validation that TALC is a good platform for low-level information-flow analysis.

The remainder of this paper is organized as follows. Section 2 provides background
on security-type systems at a source level and at a target level. Section 3 illustrates
the problems introduced by termination channels and outlines the ideas behind our so-
lution. A rigorous treatment is given in Section 4, where we present our type system
for closing up termination channels, prove its noninterference, and detail a certifying
compilation scheme targeting it. Although focusing on termination channels for ease
of understanding, the formal details in Section 4 are organized generically so that later
sections simply provide different “parameters” to obtain type systems and certifying
compilation schemes for addressing other information-flow channels. Following this
generic treatment, Section 5 discusses timing channels, and Section 6 discusses possi-
bilistic and probabilistic noninterference in multi-threaded programs. Finally, Section 7
discusses related and future work, and Section 8 concludes.



(Types) t, pc ::= low | high
(Env’s) Φ ::= ◦ | V :t, Φ

(Exp’s) E ::= i | V | E1 + E2

(Cmd’s) C ::= skip | V := E | C1; C2 | if E then C1 else C2 | while E do C

Fig. 1. A simple imperative language

2 Background

2.1 Security-Type System

Consider the simple language in Figure 1. We use two security levels in this language:
low and high. An environment (Φ) specifies the security levels (t) of variables (V). For
convenience, we sometimes use h (and h1, h2, . . . ) and l (and l1, l2, . . . ) to denote
high and low variables respectively. Expressions (E) are either constants (i), variables
(V) or additions. Commands (C) are all common. We wish to enforce a policy that there
should be no flow of information from high variables to low variables. More specifically,
we must prevent several kinds of illicit information flow:

1. Explicit flow through assignments, such as l := h.
2. Implicit flow through program structures (conditionals and while-loops), such as

if h then l := 1 else l := 0.
3. If extended with first-class objects and/or functions, there will be additional implicit

flow through data and/or code pointers.

A security-type system typically addresses these requirements by:

1. To track security levels in the types of expressions. This helps preventing informa-
tion leak through explicit flow—mismatch of security levels in assignments will be
disallowed.

2. To mark the program counters (PC) with security levels. If a conditional expression
has a high guard, its branches will be type-checked under a high PC. This essen-
tially marks the branches as falling in a “sensitive region,” under which updates
to low variables are disallowed. This idea applies also to other program structures
such as while-loops.

3. In languages with pointers, pointers are given two security levels—one for the
pointer, the other for the data or code being referenced. Illicit flow through point-
ers can be prevented with appropriate checks on the two security levels when the
pointers are accessed.

Figure 2 shows a simple security-type system that reflects the first two of these
ideas. The rules there are self-explanatory. Note that Rule [C4] (subsumption) helps
to allow the inclusion of high computations in low security contexts—if it is secure to
execute some code in a sensitive context, then it is also secure to execute the same code
in an insensitive context.



[E1–2] Φ ` E : high Φ ` i : t

[E3–4]
Φ(V) = low

Φ ` V : low

` E1 : low ` E2 : low

` E1 + E2 : low

[C1–2]
Φ(V) = high

Φ; [pc] ` V := E

Φ(V) = low Φ ` E : low

Φ; [low] ` V := E

[C3]
Φ ` E : pc Φ; [pc] ` C1 Φ; [pc] ` C2

Φ; [pc] ` if E then C1 else C2

[C4–5]
Φ; [high] ` C

Φ; [low] ` C

Φ; [pc] ` C1 Φ; [pc] ` C2

Φ; [pc] ` C1; C2

[C6]
Φ ` E : pc Φ; [pc] ` C

Φ; [pc] ` while E do C

Fig. 2. A simple security-type system

2.2 TALC

TALC [30] adapts source-level information-flow analysis for assembly code. The main
challenge there is that assembly code does not present as much abstraction as does
source code. Whereas the program structures of source code help to determine the se-
curity levels of various program points, such structures are not available in assembly
code.

For example, a conditional statement in a source program can be type-checked so
that both branches respect the security level of the guard expression. Such checks be-
come difficult in assembly code, where the “flattened” control flow provides little help
in identifying the program structure. A conditional is typically translated into a branch-
ing instruction and some code blocks, where the ending points of the two branches are
no longer apparent. Although control-flow analysis can be used to compute such in-
formation [3], it expands the trusted computing base substantially—the analysis itself
would be trusted.

TALC recovers the missing structure using type annotations. These annotations pro-
vide explicit information on the security levels of instructions as well as the ending
points of the security levels. Two new security operations are introduced to manipulate
the annotations, and appropriate typing rules are used to make sure that the annotations
faithfully reflect the actual structure of the code.

The syntax of a simplified version of TALC is given in Figure 3. Compared with
the original TALC , we have omitted stacks and polymorphism because they are mainly
for supporting functions and procedures in source programs and their handling is or-
thogonal to the TALC extensions in this paper. We use θ to represent security levels. A
security context θ . l indicates that the security level of the PC will be no less than θ
until the program point l is reached.

A raise κ operation is used to increase the security level, which corresponds to
the beginning of a sensitive region such as those introduced by a high conditional. A
lower l is used to restore the security level and transfer the control to label l, which



(contexts) κ ::= • | θ . l

(pre-types) τ ::= int | 〈σ1, . . . , σn〉 | ∀[].〈κ〉Γ
(types) σ ::= τθ

(heap ty) Ψ ::= {l1 : σ1, . . . ln : σn}
(reg file ty) Γ ::= {r1 : σ1, . . . rn : σn}

(registers) r ::= r1 | r2 | . . .
(word val) w ::= l | i
(small val) v ::= r | w
(heap val) h ::= 〈w1, . . . , wn〉 | code[]〈κ〉Γ.I

(heaps) H ::= {l1 7→ h1, . . . , ln 7→ hn}
(reg files) R ::= {r1 7→ w1, . . . , rn 7→ wn}

(instr) ι ::= add rd, rs, v | ld rd, rs(i) | st rd(i), rs | mov rd, v | bnz r, v | raise κ

(instr seq) I ::= ι; I | lower l | jmp v | halt [σ]
(prog) P ::= (H, R, I)κ

Fig. 3. Syntax of a simplified TALC

marks the end of a sensitive region. These two security operations can be placed into
the target code by a certifying compilation process based on the structures and the
typing of source programs.

Given these, the security levels of all program points become apparent through the
annotations. The adaptation of the source level solutions is then straightforward. High
branching must happen in high contexts, and updates to low data in high contexts are
disallowed. In addition, every pointer is given two security levels, following the same
treatment for source code.

In Figure 4, we give an example TALC program, which is the target code translated
from a security-typed source program. The source program involves a low variable a
and two high variables b and c. In the corresponding TALC program, we use heap
cells labeled la, lb and lc to represent these variables. The TALC program starts from
the code labeled l0 in a low security context •. After the initial setup, it raises the
security context to > . l3, where > represents the security level high. The control is
then transferred to the code labeled l1, which contains a test on the high variable b and
directs the execution to two separate branches. In either branch of the conditional, the
high variable c is updated, and the security context is restored with lower l3. The code
at l3 is then free to update the low variable a again.

This concludes our introduction to TALC . Interested readers are referred to previous
work [29, 30] for more details, including the support for functions and pointers, the ex-
act semantics and noninterference proof, and a certifying compilation scheme targeting
TALC .

3 Termination Channels

TALC assumes that the only means for observing program behaviors is by inspecting
the content of certain program variables (or heap and register file for assembly code). In



A security-typed source program: a := 0;
if b then c := 1 else c := 0;
a := 1

A corresponding TALC program: (H, {}, jmp l0)• where H = {(la, lb, lc omitted)

l0 7→ code[]〈•〉{}.
mov r0, 0; % r0 ← 0
mov r1, la; % r1 ← la
mov r2, lb; % r2 ← lb
mov r3, lc; % r3 ← lc
st r1(0), r0; % a← 0
raise > . l3; % raise security context
jmp l1

l1 7→ code[]〈> . l3〉{r0 : int⊥, r1 : 〈int⊥〉⊥, r2 : 〈int>〉⊥, r3 : 〈int>〉⊥}.
ld r4, r2(0);
bnz r4, l2; % go to l2 if b is not 0
st r3(0), r0; % the else branch: c← 0
lower l3 % restore security context and go to l3

l2 7→ code[]〈> . l3〉{r0 : int⊥, r1 : 〈int⊥〉⊥, r2 : 〈int>〉⊥, r3 : 〈int>〉⊥}.
mov r0, 1;
st r3(0), r0; % the then branch: c← 1
lower l3 % restore security context and go to l3

l3 7→ code[]〈•〉{r1 : 〈int⊥〉⊥}.
mov r0, 1;
st r1(0), r0; % a← 1
halt [〈int⊥〉⊥] }

Fig. 4. TALC example



practice, there are some covert channels beyond variables that deserve attention. This
section focuses on the handling of termination channels. More specifically, we assume
that an attacker could observe whether a program terminates.

Termination channels enable some attacks not prevented by TALC . In the following
two examples, no low variable is updated. However, the values of the high variable h
can be learned by observing whether the programs terminate.

1. Nonterminating high loop: while h do skip;
2. Nonterminating loop in a high branch: if h then {while true do skip} else skip.

3.1 Solution at a Source Level

Volpano and Smith [25] proposed to use “minimum typings” to close termination chan-
nels. They put restrictions on program constructs that could potentially lead to nonter-
mination. In essence, if a program construct is potentially nonterminating, then it must
have the minimum typing (one that corresponds to the lowest security level). In the lan-
guage of Figure 1, the only such construct is while-loop. Therefore, all while-loops are
restricted to have the type low. Note that this is a conservative approach, because even
terminating loops are considered potentially nonterminating.

This is reflected in the type system as allowing a while-loop only under a low PC.
More specifically, we need to change only one typing rule in the type system of Figure 2
so that the PC must be low for loops:

[C6′]
pc = low Φ ` E : pc Φ; [pc] ` C

Φ; [pc] ` while E do C

This simple change closes termination channels. In the first example earlier, the high
loop is now disallowed, because the high loop guard cannot be typed under a low PC.
In the second example, the loop in the high conditional is now also disallowed, because
the body of the high conditional has a high PC, but a loop is allowed only under a low
PC.

The correctness of this approach with respect to termination is intuitive. Consider
executing a program twice on different high variables but same low variables. Upon a
high conditional, both executions will terminate because of the absence of loops in the
conditional body. Upon a low conditional, both executions will follow the same path,
resulting in the same behavior on termination.

3.2 Idea at an Assembly Level

In a typed assembly language, one cannot easily identify loops, because both loops and
conditionals are implemented using branching instructions. Nonetheless, the essence
of the source-level approach is that high branches must be terminating. The security
annotations of TALC are handy for identifying such branches—a branch is high if and
only if it has a high context. On top of this, we attach to high branches some new timing
annotations that mark the upper bound of their execution steps before returning to low
regions. The solution of TALC guarantees that terminating high branches will meet



eventually in a low region with matching low variables. The new timing annotations
introduced here are to guarantee that high branches do terminate.

More specifically, we introduce a timing tag t for this purpose, where t is either
a natural number (indicating that the execution will leave the current high region in at
most this number of steps) or∞ (indicating “unknown” or “potentially infinite”). Under
a high context, the type system allows a branching instruction only if both branches have
finite timing tags. This prevents potentially nonterminating “backward jumps” later on.
Note that when giving a timing tag to the branching instruction itself (needed for nested
branches), one must take the longer branch into account.

The correctness intuition of this approach is similar to that of the minimum typings
at a source level—upon a high branching, two executions of a program may split but
will meet in a low region in a finite number of steps.

These timing annotations can come from the compilation of security-typed source
code. A conditional will be compiled with finite timing if and only if both branches yield
finite timing. Following Volpano and Smith [25], a loop can be compiled conservatively
with infinite timing. By accepting only finite timing annotations in high regions, a type
system would reject the two counter examples given earlier.

Such timing annotations work naturally with non-recursive loop-free functions, be-
cause the function bodies can be given finite timing annotations. To support code reuse,
it is useful to introduce a simple form of polymorphism, as in the following example:

f : ∀m. 〈m + 3〉 {r0 : 〈m〉{}}
do something that costs 2
〈m + 1〉 jmp r0

Similarly to the code polymorphism of TAL [13], this “post-timing” polymorphism
essentially declares multiple copies of the same function for different typing contexts.
Which copy to use is decided by a use site with a type instantiation.

In addition to non-termination, minimum typings have also been used to handle ab-
normal termination [25], such as uncaught exceptions caused by partial operations. The
support for this in assembly code is straightforward by disallowing partial operations in
high regions.

3.3 Allowing Terminating Loops

The key idea above conservatively disallows potentially nonterminating constructions
in high contexts. It is sometimes useful to relax this restriction by allowing terminating
loops (or well-founded recursions). This can be achieved using singleton types.

l : ∀[t : nat | t ≥ 1]. 〈2t〉 {r1 : int(t)}
sub r1, r1, 1 % r1 ← r1 − 1
∀[t : nat | t ≥ 1]. 〈2t− 1〉 {r1 : int(t− 1)}
bnz r1, l % to branch if r1 6= 0
〈0〉 {r1 : int(0)}
halt [int]



The above example code demonstrates some simple concepts of singleton types. In the
type annotations, t is a type variable of kind (or sort) nat mimicking natural numbers,
and t ≥ 1 is a constraint. The initial type annotation at label l essentially means that
there exists a natural number t satisfying t ≥ 1 such that the “clock” (timing annota-
tion) is 2t and r1 has type int(t) (an integer of value t). Note how the clock depends
on the value in r1. In the next program point, the annotation reflects the execution of the
subtraction instruction (sub). Interesting manipulation happens when type-checking the
branching instruction (bnz), where the result of the comparison is used in establishing
the typing of the next program points. In the case where r1 is not zero, a newly intro-
duced constraint (t− 1 6= 0) would be used in establishing the typing annotation at the
target l of the branching, with the type variable at l now instantiated with (t− 1). In the
case where r1 is zero, a constraint (t− 1 = 0) would be used in establishing the typing
annotation at halt.

In essence, singleton types are used here to connect the clock, a type-level con-
cept, with values. More generally, the applications of singleton types have been detailed
both in the context of resource bounds certification [7] and for a typed assembly lan-
guage [28]. The work is applicable here with little adaptation. Since the use of singleton
types is orthogonal to our main contribution (certifying compilation for information-
flow analysis in certain practical settings), we omit its formal handling for a simpler
exposition, instead briefly pointing out the potential use when introducing the typing
rule of the branching instruction. In any case, the formal contents of this paper already
suffice in supporting certifying compilation from related source-level systems.

4 TAL+
C

Now we present a typed assembly language TAL+
C following the above idea. In partic-

ular, we present TAL+
C as an extension to TALC (the version in Figure 3 is used, where

features orthogonal to timing behaviors are omitted as explained in Section 2.2). For
ease of reading, we put the new additions in shaded boxes. By removing the shaded boxes,
we get exactly TALC .

Although we are focusing on termination channels for now, TAL+
C can also be used

to prevent illicit flow through other channels. The details will follow in later sections.

4.1 Type System

Following TALC , we assume security labels form a lattice L. We use θ to range over
elements of L. We use ⊥ and > as the bottom and top of the lattice, ∪ and ∩ as the
lattice join and meet operations, and ⊆ as the lattice ordering.

The syntax extension is given in Figure 5. Timing annotations t are either natural
numbers n or the special ∞. They accompany security contexts κ in code types and
code values.

In Figure 6, typing judgments are extended for the timing annotations. Instruction
sequences and programs are further checked with respect to t. We introduce four new
judgment forms on timing annotations. By using different definitions of these four judg-
ment forms, we obtain type systems for closing different information channels. For
termination channels, the definitions are in Figure 7.



(timing anno) t ::= n (natural numbers) | ∞

(pre-type) τ ::= int | 〈σ1, . . . , σn〉 | ∀[].〈κ; t〉Γ
(heap val) h ::= 〈w1, . . . , wn〉 | code[]〈κ; t〉Γ.I

Fig. 5. TAL+
C syntax

Judgment Meaning
Γ1 ⊆ Γ2 Register file type Γ1 weakens Γ2

` H : Ψ Heap H has type Ψ

Ψ ` R : Γ Register file R has type Γ

Ψ ` h : σ Heap value h has type σ

Ψ ` w : σ Word value w has type σ

Ψ ; Γ ` v : σ Small value v has type σ

Ψ ; Γ ; κ; t ` I I is a valid sequence of instructions
Ψ ; Γ ; t ` P P is a valid program

|comm| = n Command comm requires time n

θ ` t t′−→ t′′ Timing may change from t to t′′ after t′

θ ` t Timing t is OK under security level θ

θ ` t ∼ t′ t and t′ match under security level θ

Fig. 6. TAL+
C typing judgments

comm ∈ {add, ld, st, mov, bnz, raise, lower, jmp, halt}
|comm| = 1

⊥ ` t t′−→ t′′
t ≥ t′ + t′′

θ ` t t′−→ t′′

⊥ ` t

t 6=∞
θ ` t θ ` t ∼ t′

Fig. 7. Timing rules on termination channels



|comm| is designed to track the progress of time during program execution. With
respect to termination, it suffices to consider any assembly command (or security oper-
ation) as consuming one unit of time. The time passage θ ` t t′−→ t′′ is irrelevant in low
security contexts ⊥. In other security contexts, it requires that t be no less than the sum
of t′ and t′′; it is used in the typing rules to ensure that the timing tag is monotonically
decreasing with respect to the control flow. Here the addition + is extended straight-
forwardly to work with ∞. This judgment may seem unwieldy when ∞ is involved.
Fortunately, a premise in a rule of well-typed programs, to be shown later, will prevent
∞ from being used in high contexts for well-typed programs.

Two rules are used for establishing the judgment of valid timing θ ` t. Any timing is
valid under a low security context ⊥. In contrast, under high security contexts, a timing
is valid if and only if it is finite. Finally, we define matching timing θ ` t ∼ t′ to hold
trivially, since it does not play a role for termination channels. It is a placeholder for the
extensions in later sections.

m ≤ n

{r1 :σ1 . . . rm :σm}⊆{r1 :σ1 . . . rn :σn}

Ψ = {l1 : σ1, . . . ln : σn} Ψ ` hi : σi

` {l1 7→ h1, . . . , ln 7→ hn} : Ψ

Γ = {r1 : σ1, . . . rn : σn} Ψ ` wi : σi

Ψ ` {r1 7→ w1, . . . , rn 7→ wn} : Γ

Ψ ` wi : σi

Ψ ` 〈w1, . . . , wn〉 : 〈σ1, . . . , σn〉θ
Ψ ; Γ ; κ; t ` I

Ψ ` code[]〈κ; t〉Γ.I : (∀[].〈κ; t〉Γ )
θ

Ψ ` i : intθ
Ψ(l) = σ

Ψ ` l : σ

Γ (r) = σ

Ψ ; Γ ` r : σ

Ψ ` w : σ

Ψ ; Γ ` w : σ

` H : Ψ Ψ ` R : Γ Ψ ; Γ ; κ; t ` I SL(κ) ` t

Ψ ; Γ ; t ` (H, R, I)κ

Fig. 8. TAL+
C typing rules: non-instructions

The extended typing rules are in Figures 8 and 9. For understanding the timing
related aspects, it suffices to focus on the shaded boxes. Interested readers are referred
to previous work [30] for details of the TALC type system.

In TAL+
C , only a few changes are made to TALC on the rules for non-instructions.

Notably, there is an extra invariant in the rule for checking programs, namely the timing
t must be valid with respect to the security level of the context κ. Here we use SL(κ)



SL(κ) = θ Γ (rs) = intθ1 Ψ ; Γ ` v : intθ2

Ψ ; Γ{rd : intθ∪θ1∪θ2}; κ; t′ ` I θ ` t |add|−→ t′

Ψ ; Γ ; κ; t ` add rd, rs, v; I

SL(κ) = θ Γ (rs) = 〈σ1, . . . , σn〉θ1
σi = τθ2

Ψ ; Γ{rd : τθ∪θ1∪θ2}; κ; t′ ` I θ ` t |ld|−→ t′

Ψ ; Γ ; κ; t ` ld rd, rs(i); I

SL(κ) = θ Ψ ; Γ ` v : τθ′

Ψ ; Γ{rd : τθ∪θ′}; κ; t′ ` I θ ` t |mov|−→ t′

Ψ ; Γ ; κ; t ` mov rd, v; I

SL(κ) = θ Γ (r) = intθ1

Ψ ; Γ ` v : (∀[].〈κ; t′〉Γ ′)
θ2

θ1 ∪ θ2 ⊆ θ Γ ′ ⊆ Γ Ψ ; Γ ; κ; t′′ ` I

θ ` t |bnz|−→ t′ θ ` t |bnz|−→ t′′ θ ` t′ ∼ t′′

Ψ ; Γ ; κ; t ` bnz r, v; I

SL(κ) = θ Γ (rd) = 〈σ1, . . . , σn〉θ1
σi = τθ′

Γ (rs) = τθ2 θ ∪ θ1 ∪ θ2 ⊆ θ′ Ψ ; Γ ; κ; t′ ` I

θ ` t |st|−→ t′

Ψ ; Γ ; κ; t ` st rd(i), rs; I

SL(κ) = θ κ′ = θ′ . w′ θ ⊆ θ′

Ψ ` w′ : (∀[].〈κ; t1〉Γ ′)
θ1

Ψ ; Γ ; κ′; t′ ` I

θ ` t |raise|−→ t′ θ′ ` t′

Ψ ; Γ ; κ; t ` raise κ′; I

κ = θ . w Ψ ` w : (∀[].〈κ′; t′〉Γ ′)
θ1

θ1 ⊆ SL(κ′) Γ ′ ⊆ Γ

θ ` t |lower|−→ t1 where t1 =


0 if SL(κ′) = ⊥
t′ otherwise

Ψ ; Γ ; κ; t ` lower w

SL(κ) = θ Ψ ; Γ ` v : (∀[].〈κ; t′〉Γ ′)
θ1

θ1 ⊆ θ Γ ′ ⊆ Γ θ ` t |jmp|−→ t′

Ψ ; Γ ; κ; t ` jmp v

κ = • Γ (r1) = σ

Ψ ; Γ ; κ; t ` halt [σ]

Fig. 9. TAL+
C typing rules: instructions



to refer to the security label component of κ; SL(•) is defined to be ⊥. This timing
invariant ensures that∞ cannot be used to type program points in high contexts, even
though the previously shown judgment of time passage is permissive in the case of∞.

The rules for add, ld, mov and st are all extended in the same way. An extra check
on the time passage is used to ensure that the timing annotations match the instructions.

Instruction bnz has two potential successors. Therefore, both branches must be
checked with respect to the time passage. The matching judgment trivially holds for
now. Note that if singleton types are used to allow terminating loops, an instantiation of
the timing annotation at the code label v would be required, and the comparison result
on the register r (whose type may be dependent on a value related to the timing anno-
tation) would be used together with existing constraints to establish the judgments on
time passage.

Upon entering a new security context marked by raise, we check that the new
timing t′ is valid under the new security level θ′. In addition, the time passage is also
checked; this is useful in a multi-level security lattice where the current security level θ
might not be ⊥. There is no need to check the timing t1 of the end point w′ of the new
context κ′ directly at this point.

For lower, we make sure that the time passage is valid under θ. In the case of
going to the lowest security level, this trivially holds. For jmp, we simply check the
time passage. Finally, nothing special is needed for halt. TALC allows halt only in
the empty security context. In such a context, all timing annotations are valid.

4.2 Soundness

The noninterference proof of TAL+
C extends that of TALC . We first define the equiv-

alence of two programs with respect to a security level θ. Intuitively, two programs
(heaps and register files) are equivalent if and only if they agree on their low-security
contents.

Definition 1 (Heap Equivalence). Ψ ` H1 ≈θ H2 ⇐⇒ ∀ l ∈ dom(Ψ), if Ψ(l) = τθ′

and θ′ ⊆ θ then H1(l) = H2(l).

Definition 2 (Register File Equivalence). Γ ` R1 ≈θ R2 ⇐⇒ ∀ r ∈ dom(Γ ), if
Γ (r) = τθ′ and θ′ ⊆ θ, then R1(r) = R2(r).

Definition 3 (Program Equivalence). Ψ ;Γ ` P1 ≈θ P2 ⇐⇒ P1 = (H1, R1, I1)κ1 ,
P2 = (H2, R2, I2)κ2 , Ψ ` H1 ≈θ H2, Γ ` R1 ≈θ R2, and either:

1. κ1=κ2, SL(κ1) ⊆ θ, and I1 = I2, or
2. SL(κ1)⊆/ θ, SL(κ2)⊆/ θ.

The above relations are all reflexive, symmetrical, and transitive. Our noninterfer-
ence theorem relates the executions of two equivalent programs that both start in a low
security context (relative to the security level of concern). In TALC , we showed that if
both executions terminate, then the result programs are equivalent. The extra timing an-
notations now guarantee that nontermination can only happen in a context at the lowest
security level.



The idea of the proof is intuitive. Given a security level of concern, the executions
are phased into “low steps” and “high steps.” It is easy to relate the two executions
under a low step, because they involve the same instructions. Under a high step, the two
executions are no longer in lock step. Recall that raise and lower mark the beginning
and end of a secured region. We relate the program states before the raise and after
the lower, circumventing directly relating two executions under high steps. In addition,
there would be no nontermination in the secured region.

We give the formal details in three lemmas and a noninterference theorem. Lemma 1
indicates that a security context in a high step can be changed only with raise or
lower. Lemma 2 says that a program in a high context will eventually reduce to a
step that discharges the current security context with a lower. Lemma 3 articulates
the lock step relation between two equivalent programs in a low step. Theorem 1 of
noninterference then follows: given two equivalent programs, if one terminates, then
the other terminates in a state equivalent to the first. As a corollary, if one does not
terminate, then the other does not either.

In the following, 7−→∗ represents the reflexive and transitive closure of a single-step
relation 7−→ of the operational semantics. Γ �θ Γ ′ means that Γ (r) = Γ ′(r) for every
r such that Γ ′(r) = τθ′ and θ′ ⊆ θ. We use Q in addition to P to denote programs
when comparing two executions.

Lemma 1 (High Step). If P = (H,R, I)κ, SL(κ)⊆/ θ, Ψ ;Γ ; t ` P , then either:

1. there exists Γ1, t1 and P1 = (H1, R1, I1)κ such that P 7−→ P1, Ψ ;Γ1; t1 ` P1,
Γ �θ Γ1, t1 < t, and Ψ ;Γ1 ` P ≈θ P1, or

2. I is of the form (raise κ′; I ′) or (lower w).

Proof sketch: By case analysis on the first instruction of I . I cannot be halt, because
the typing rule for halt requires the context to be •. If I is not halt, raise or lower,
by the operational semantics and inversion on the typing rules, one can get Γ1, t1 and
P1 for the next step. t1 < t holds due to the time passage judgment in the typing rules.
The typing rules also prohibit writing into a low heap cell, hence low heap cells remain
the same after the step. When a register is updated, Γ1 gives it a type whose security
label takes SL(κ) into account, hence that register has a high type in Γ1. As a result,
Γ �θ Γ1 and Ψ ;Γ1 ` P ≈θ P1. 2

Lemma 2 (Context Discharge). If P = (H,R, I)θ.w, θ⊆/ θ′, Ψ ;Γ ; t ` P , then there
exists Γ ′, t′ and P ′=(H ′, R′, lower w)θ.w such that P 7−→∗ P ′, Ψ ;Γ ′; t′ ` P ′, Γ �θ′ Γ ′,
t′ ≤ t, and Ψ ;Γ ′ ` P ≈θ′ P ′.

Proof sketch: By inversion on Ψ ;Γ ; t ` P , we get θ ` t. By the assumption θ⊆/ θ′,
we get θ 6= ⊥. By inversion on θ ` t, we get t 6= ∞. The proof then proceeds by
generalized induction on t.

The base case of t = 0 is easily discharged, because by inversion on the well-
typedness of P with θ 6= ⊥, we obtain a time-passage judgment which implies that
t > 0.

In the inductive case, suppose the proposition holds for any t < t0. We show that the
proposition also holds for t = t0. There are two cases to consider, following Lemma 1.



In the case where the first instruction of I is not raise or lower, by Lemma 1,
there exists Γ1, t1 and P1 such that P 7−→ P1, Ψ ;Γ1; t1 ` P1, Γ �θ′ Γ1, t1 < t,
Ψ ;Γ1 ` P ≈θ′ P1, and the security context of P1 is the same as that of P . By induction
hypothesis on t1 and P1, there exists Γ ′, t′, and P ′ such that P1 7−→∗ P ′, Ψ ;Γ ′; t′ ` P ′,
Γ1 �θ′ Γ ′, t′ ≤ t1 and Ψ ;Γ ′ ` P1 ≈θ′ P ′. Putting the above together, P 7−→∗ P ′,
Γ �θ′ Γ ′ because �θ′ is transitive by definition, t′ ≤ t, and Ψ ;Γ ′ ` P ≈θ′ P ′ by
definition and the fact that Γ1 �θ′ Γ ′.

Case I = raise θ1 . w1; I1. By definition of the operational semantics, P 7−→ P1

where P1 = (H,R, I1)θ1.w1 . By inversion on Ψ ;Γ ; t ` P and the typing rule of raise,
θ ⊆ θ1 and there exists t1 < t such that Ψ ;Γ ; θ1 . w1; t1 ` I1. By definition of
well-typed programs, Ψ ;Γ ; t1 ` P1. By induction hypothesis on t1 and P1, there ex-
ists Γ2, t2, and P2 = (H2, R2, lower w1)θ1.w1 such that P1 7−→∗ P2, Ψ ;Γ2; t2 ` P2,
Γ �θ′ Γ2, t2 ≤ t1, and Ψ ;Γ2 ` P1 ≈θ′ P2. Ψ ;Γ2 ` P ≈θ′ P2 then follows because
the heaps and register files in P and P1 are the same.

Suppose H(w1) = code[]〈κ; t3〉Γ3.I3. By inversion on the typing rule of lower
(the current instruction of P2), t3 < t2. By the operational semantics, P2 7−→ P3 where
P3 = (H2, R2, I3)κ. By inversion on the well-typedness of I (i.e., raise θ1 . w1; I1),
κ = θ . w. By induction hypothesis on t3 and P3, there exists Γ ′, t′, and P ′ =
(H ′, R′, lower w)θ.w such that P3 7−→∗ P ′, Ψ ;Γ ′; t′ ` P ′, Γ2 �θ′ Γ ′, t′ ≤ t3, and
Ψ ;Γ ′ ` P3 ≈θ′ P ′. Putting the above together, the original proposition holds for case
I = raise θ1 . w1; I1.

Case I = lower w1. By inversion on the typing rule of lower, w = w1. Choosing
Γ ′ = Γ , t′ = t and P ′ = P , the proposition holds trivially. 2

Lemma 3 (Low Step). If P = (H,R, I)κ, SL(κ) ⊆ θ, Ψ ;Γ ; t ` P , Ψ ;Γ ; t ` Q,
Ψ ;Γ ` P ≈θ Q, P 7−→ P1, Q 7−→ Q1, then exists Γ1 and t1 such that Ψ ;Γ1; t1 ` P1,
Ψ ;Γ1; t1 ` Q1 and Ψ ;Γ1 ` P1 ≈θ Q1.

Proof sketch: By case analysis on the first instruction of I . By SL(κ) ⊆ θ and the
definition of ≈θ, P and Q contain the same instruction sequence. The case of raise
does not change the state, hence trivially maintains the equivalence. All other cases
maintain that the security context is lower than θ. Inspection on the typing rules shows
that low locations in the heap can only be assigned low values. Once a register is given
a high value, its type in Γ1 will change to high. In the case of branching, the guard must
be low, so both P and Q branch to the same code. Hence the two programs remain
equivalent after one step. 2

Theorem 1 (Noninterference). If P = (H,R, I)κ, SL(κ) ⊆ θ, Ψ ;Γ ; t ` P , Ψ ;Γ ; t ` Q,
Ψ ;Γ ` P ≈θ Q, and P 7−→∗ (Hp, Rp, halt [σp])•, then exists Hq, Rq, σq and
Γ ′ such that Q 7−→∗ (Hq, Rq, halt [σq])•, and Ψ ;Γ ′ ` (Hp, Rp, halt [σp])• ≈θ

(Hq, Rq, halt [σq])•.

Proof sketch: By generalized induction on the number of steps of the derivation
P 7−→∗ (Hp, Rp, halt [σp])•. The base case of zero step is trivial. The inductive case
is proven by case analysis on the first instruction of I .

Consider the case where I = raise θ1 . w1; I1 and θ1⊆/ θ. By definition of the
operational semantics and the typing rules, there exist t1 such that P 7−→ P1 where



P1 = (H,R, I1)θ1.w1 , t1 ≤ t, and Ψ ;Γ ; t1 ` P1. By Lemma 2, there exists Γ2, t2

and P2 = (H2, R2, lower w1)θ1.w1 such that P1 7−→∗ P2, Ψ ;Γ2; t2 ` P2, Γ �θ Γ2,
t2 ≤ t1 and Ψ ;Γ2 ` P1 ≈θ P2. Hence Ψ ` H ≈θ H2 and Γ2 ` R ≈θ R2.

By case lower of the operational semantics, P2 7−→ P3 where P3 = (H2, R2, I3)κ3

and H(w1) = code[]〈κ3; t3〉Γ3.I3. By inversion on the derivation of Ψ ;Γ2; t2 ` P2, we
get Γ3 ⊆ Γ2, t3 + 1 ≤ t2, and Ψ ;Γ3; t3 ` P3. It follows that Γ3 ` R ≈θ R2. By inver-
sion on the derivation of Ψ ;Γ ; t ` P where the instruction sequence of P is raise θ1 . w1; I1,
we get κ3 = κ.

By similarly reasoning, Q 7−→∗ Q3 where Q3 = (H ′
2, R

′
2, I3)κ3 , Ψ ` H ≈θ H ′

2,
Γ3 ` R ≈θ R′

2 and Ψ ;Γ3; t3 ` Q3. By transitivity of the equivalence relations, Ψ ` H2 ≈θ H ′
2

and Γ3 ` R2 ≈θ R′
2. Hence Ψ ;Γ ` P3 ≈θ Q3. The case then follows by induction hy-

pothesis.
All other cases remain low after a step. By Lemma 3, the two programs in the next

step are equivalent and well-typed. The proof then follows by induction hypothesis. 2

4.3 Certifying Compilation

TAL+
C is sufficiently expressive for supporting the source-level solution of Section 3.

We now present a translation that preserves security types from a minimal source lan-
guage. This source language is the one in Figure 1 with its type system in Figure 2
adapted with Rule [C6′]. This allows a concise presentation, yet suffices in demon-
strating the main contribution: the use of timing annotations to close up termination
channels in assembly code. Again, we use shaded boxes to emphasize the extensions.

The low-high security hierarchy of Figure 1 defines a simple lattice consisting of
two elements: ⊥ and >. We use |t| to denote the translation of source type t in TAL+

C :
|low| ≡ int⊥ and |high| ≡ int>.

We assume that the program translation starts in a heap H0 and a heap type Ψ0

which satisfy ` H0 : Ψ0 and contain entries for all the variables of the source program.
For any source variable v that Φ(v) = t, there exists a location lv in the heap such that
Ψ(lv) = 〈|t|〉⊥. We use Φ ∼ Ψ to refer to this correspondence.

[TREconst] |i| = mov r, i ‖ r; |mov|

[TREvar] |v| = mov r, lv; ld r′, r(0) ‖ r′; |mov|+ |ld|

[TREadd]

|E| = ~ι ‖ r; t |E′| = ~ι′ ‖ r′; t′

~ι′ does not use r t′′ = t + t′ + |add|

|E + E′| = ~ι; ~ι′; add r′′, r, r′ ‖ r′′; t′′

Fig. 10. Expression translation



[TRC1]
|E| = ~ι ‖ r; t1 t′ = t + t1 + |mov|+ |st|+ |jmp|˛̨̨̨

Φ(V) = high

Φ; [pc] ` V := E

˛̨̨̨ 24 Ψ
H

l; l′ :t; κ

35 =

264 Ψ{l : (∀[].〈κ; t′〉 {})⊥}
H{l 7→ code[]〈κ; t′〉{}.~ι; mov r′, lv; st r′(0), r; jmp l′}
t′

375
[TRC2]

|E| = ~ι ‖ r; t1 t′ =∞˛̨̨̨
Φ(V) = low Φ ` E : low

Φ; [low] ` V := E

˛̨̨̨ 24 Ψ
H

l; l′ :t; •

35 =

264 Ψ{l : (∀[].〈•; t′〉 {})⊥}
H{l 7→ code[]〈•; t′〉{}.~ι; mov r′, ll; st r′(0), r; jmp l′}
t′

375

[TRC3]

|E| = ~ι ‖ r; t0 l1, l2 are fresh labels t′ = t0 + max{(t1 + |bnz|), (t2 + |bnz|+ |jmp|)}˛̨̨̨
TD1

Φ; [pc] ` C1

˛̨̨̨ 24 Ψ
H

l1; l
′ :t; κ

35 =

24 Ψ1

H1

t1

35 ˛̨̨̨
TD2

Φ; [pc] ` C2

˛̨̨̨ 24 Ψ1

H1

l2; l
′ :t; κ

35 =

24 Ψ2

H2

t2

35
˛̨̨̨
˛̨ Φ ` E : pc

TD1

Φ; [pc] ` C1

TD2

Φ; [pc] ` C2

Φ; [pc] ` if E then C1 else C2

˛̨̨̨
˛̨

24 Ψ
H

l; l′ :t; κ

35 =

264 Ψ2{l : (∀[].〈κ; t′〉 {})⊥}
H2{l 7→ code[]〈κ; t′〉{}.~ι; bnz r, l1; jmp l2}
t′

375

[TRC4]

˛̨̨̨
TD

Φ; [high] ` C

˛̨̨̨ 264 Ψ{l1 : (∀[].〈> . l′; t1〉 {})⊥}
H{l1 7→ code[]〈> . l′; t1〉{}.lower l′}
l0; l1 :t1;> . l′

375Σ =

24 Ψ ′

H ′

t2

35 l0, l1 are fresh labels
t1 = |lower|

t′ = t2 + |raise|+ |jmp|˛̨̨̨
˛̨ TD

Φ; [high] ` C

Φ; [low] ` C

˛̨̨̨
˛̨

24 Ψ
H

l; l′ :t; •

35 =

264 Ψ ′{l : (∀[].〈•; t′〉 {})⊥}
H ′{l 7→ code[]〈•; t′〉{}.raise > . l′; jmp l0}
t′

375

[TRC5]

l1 is a fresh label˛̨̨̨
TD2

Φ; [pc] ` C2

˛̨̨̨ 24 Ψ
H

l1; l
′ :t; κ

35 =

24 Ψ1

H1

t1

35 ˛̨̨̨
TD1

Φ; [pc] ` C1

˛̨̨̨ 24 Ψ1

H1

l; l1 :t1; κ

35 =

24 Ψ2

H2

t2

35
˛̨̨̨
˛̨ TD1

Φ; [pc] ` C1

TD2

Φ; [pc] ` C2

Φ; [pc] ` C1; C2

˛̨̨̨
˛̨

24 Ψ
H

l; l′ :t; κ

35 =

24 Ψ2

H2

t2

35

[TRC6]

|E| = ~ι ‖ r; t1
l1 is a fresh label

˛̨̨̨
TD

Φ; [pc] ` C

˛̨̨̨ 24 Ψ{l : (∀[].〈κ;∞〉{})⊥}
H{l 7→ code[]〈κ;∞〉{}.jmp l}
l1; l :∞; κ

35 =

24 Ψ ′

H ′

t2

35
˛̨̨̨
˛̨ pc = low Φ ` E : pc

TD

Φ; [pc] ` C

Φ; [pc] ` while E do C

˛̨̨̨
˛̨

24 Ψ
H

l; l′ :t; κ

35 =

24 Ψ ′{l : (∀[].〈κ;∞〉{})⊥}
H ′{l 7→ code[]〈κ;∞〉{}.~ι; bnz r, l1; jmp l′}
∞

35
Fig. 11. Command translation



We define expression translation of the form |E| = ~ι ‖ r; t in Figure 10. The instruc-
tion vector ~ι computes the value of E, and the result is put in the register r. The time
needed to complete ~ι is t.

In Figure 11, we define command translation based on the structure of the typing
derivation of the source program. Which translation rule to apply is determined by the
last typing rule used to check the source command. We use TD to denote (possibly
multiple) typing derivations. In particular, the command translation has the form:∣∣∣∣∣ TD

[pc] ` C

∣∣∣∣∣
Ψ

H

lstart; lend :t;κ

 =

Ψ ′

H ′

t′

.

The 6 arguments are: a code heap type Ψ , a code heap H , starting and ending labels
lstart and lend for the computation of C, the timing annotation t of the code at the
ending label lend, and a security context κ. It generates the extended code heap type Ψ ′

and code heap H ′, and produces the timing annotation for the starting label lstart.
The definition of the command translation may appear complex, since it provides

a formal model of a certifying compiler. Nonetheless, it is not difficult to follow if we
remember some invariants maintained by the translation:

– H is well-typed under Ψ and contains entries for all source variables and proce-
dures;

– Ψ and H contain the continuation code labeled lend;
– The code at lend has the timing behavior t;
– The new code labeled lstart will be put into Ψ ′ and H ′;
– The produced annotation t′ will reflect the timing behavior of the code starting at

lstart;
– The security context κ must match pc.

We now explain the manipulation of the timing annotations. Suppose addition + is
extended in the expected way to work with ∞. In Rule [TRC1], when computing the
timing annotation t′ of the starting label, we add the cost of the assembly instructions
for computing the source command on top of the timing annotation t of the ending label.
In Rule [TRC2], the security level is low, so we directly use the special annotation∞.
Rule [TRC3] dictates that, for a conditional, one must take into account the timing of
the “longer” branch. Rule [TRC4] essentially introduces some wrapper code, hence
its timing computation. For a sequential command, Rule [TRC5] pieces together the
translation of the two sub-commands. Finally, for a while-loop, Rule [TRC6] simply
uses the special annotation∞.

The unshaded parts of the translation rules are explained in greater detail in a tech-
nical report [29]. The correctness of the translation is formulated as two lemmas, which
can be proven straightforwardly by structural induction on the derivation of the transla-
tion.

Lemma 4 (Expression Translation). If Φ ∼ Ψ , Φ ` E : t, |E| = ~ι ‖ r; t,
and Ψ ; {r : |t|};κ; t′ ` I , then Ψ ; {};κ; t + t′ ` ~ι; I .



Lemma 5 (Command Translation). If Φ ∼ Ψ , Φ; [pc] ` C,∣∣∣∣ TD

Φ; [pc] ` C

∣∣∣∣
Ψ

H

lstart; lend :t;κ

 =

Ψ ′

H ′

t′

, Ψ(lend) = (∀[].〈κ; t〉 {})⊥,

SL(κ) = |pc|, ` H : Ψ , then Φ ∼ Ψ ′, ` H ′ : Ψ ′ and Ψ ′ ` lstart : (∀[].〈κ; t′〉 {})⊥.

5 Timing Channels

In the previous section, we looked at the effect of program termination on informa-
tion flow. In this section, we extend the machine model to explicitly specify execution
time t and output actions output n [1], allowing the observation of more exact timing
information of the program execution.

On top of TALC’s small-step state transition in the form of P 7−→ P ′, we further
specify the action sequences produced along with the program execution in the form
of P

as7−→ P ′. This means that P steps to P ′ producing observable action sequence as,
where as is a mixed sequence of output numbers n and execution times t.

(Action Sequences) as ::= ε | t as | n as

In the operational semantics, the value of as would be determined by the current in-
struction. Consider the following sample case:

(H,R, mov rd, w; I)κ
tmovi7−→ (H,R{rd 7→ w}, I)κ

This is the operational semantics case of executing a mov instruction on an immediate
operand w. Besides the regular machine state update, the above also specifies the time
tmovi needed for completing this instruction. We omit the straightforward definition of
the operational semantics, and use tcomm to represent the execution time of instruc-
tion comm. Following previous source-level techniques [1], we assume that a primitive
operation (i.e., an assembly instruction) should execute in constant time, regardless of
the values given as arguments. Note that this does not prevent mov rd, w (move immedi-
ate) and mov rd, rs (move register) from being timed differently. The reflexive transitive
closure of the step transition is extended accordingly.

This extended machine model exposes information leak through the timing chan-
nels. Take the following source-level program as an example:

if h then {time-consuming operation} else skip;
output n

If h 6= 0, the program produces observable action sequence tlong n, where tlong is
the execution time of the “time-consuming operation.” If h = 0, the program pro-
duces tskip n, where tskip is the execution time of the skip command. Obviously, this
presents information leak, even if no low data is updated in the program.

The approach of the previous sections for closing termination channels can be ex-
tended to account for such information leak through timing channels. Instead of record-
ing an upper bound of execution steps till the end of a high region, we use timing anno-
tations to record the exact observable action sequence as. Based on the same reasoning



for disallowing low updates in a high region, we also disallow output actions in a high
region. In essence, the extended timing annotations reflect execution time. In such an
extended system, the typing rule for branching should check that the timing annotations
of the two branches match.

comm is any instruction
|comm| = tcomm ⊥ ` t t′−→ t′′

t = t′ + t′′

θ ` t t′−→ t′′

⊥ ` t

t 6=∞
θ ` t ⊥ ` t ∼ t′

t = t′

θ ` t ∼ t′

Fig. 12. Timing rules on timing channels

The exact adaptation to TAL+
C is given in Figure 12. By giving the timing judgments

different definitions, we obtain a type system for closing timing channels, and the typing
rules of Figures 8 and 9 remain the same. The changes to the timing rules are marked
in shaded boxes in Figure 12; they reflect the idea that exact timing is tracked. For time
passage θ ` t t′−→ t′′ in a high context, t must reflect the sum of t′ and t′′ exactly.∞ is
still only allowed in low contexts. Finally, the matching of timing θ ` t ∼ t′ requires the
equality of t and t′ unless in a low context; recall that this is used when type-checking
a branching instruction to make sure that the branches exhibit the same timing behavior
in high contexts.

The correctness of this approach is intuitive. At the beginning of a high branch,
based on the extended timing annotations, the branches will meet at the end of the high
region in the same amount of time. In addition, there are no outputs or updates to low
variables in a high region. On the technical side, the noninterference proof follows that
of Section 4, with minor difference on how to perform the induction. The proof for the
termination-based system sometimes (Lemma 2 in particular) conducts induction di-
rectly on the timing annotation, which happens to reflect an upper bound of the number
of operation steps. For this timing-based system, the timing annotation is different. By
introducing a notion of “operation steps” and conducting induction on it, the proof goes
through in the same way as before.

In terms of expressiveness, this system has decidable typing and is more restric-
tive than previous work by Agat [1] where type checking is undecidable. In particular,
Agat’s type system allows some low updates in high branches, such as the following:

if h then l := 1 else l := 1

In general, Agat’s type system allows a high conditional as long as the two branches
have the same “externally observable behavior.” This notion is supported with a typ-
ing rule based on Γ -bisimulation, which is undecidable. For practical use, Agat uses
“padding” commands to equalize the execution times of the branches. For example, a
padding command for h := 1 would be a special skip-command SkipAsn h 1, which
costs the same time but does not perform actual state update. Using these padding com-



mands, Agat proposes a cross-copying transformation that generates Γ -bisimular con-
ditionals. In this transformation, Γ -bisimulation is used conservatively—a command is
Γ -bisimular to itself and a high command is also Γ -bisimular to its padding counterpart.

[TRC3′]

|E| = ~ι ‖ r; t0 l1, l2 are fresh labels t′1 = t1 + |jmp| t′ = t0 + t′1 + |bnz|˛̨̨̨
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˛̨̨̨ 24 Ψ
H

l1; l
′ :t; κ
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24 Ψ1
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35 ˛̨̨̨
TD2

Φ; [pc] ` C2

˛̨̨̨ 24 Ψ1

H1

l2; l
′ :t; κ

35 =

24 Ψ2

H2

t2

35
˛̨̨̨
˛̨ Φ ` E : pc

TD1
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TD2
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˛̨
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H

l; l′ :t; κ
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266666664
Ψ2

(
l : (∀[].〈κ; t′〉 {})⊥
l′1: (∀[].〈κ; t′1〉 {})⊥

)

H2

(
l 7→ code[]〈κ; t′〉{}.~ι; bnz r, l′1; jmp l2

l′1 7→ code[]〈κ; t′1〉{}.jmp l1

)
t′

377777775
Fig. 13. Translating conditionals for closing timing channels

This transformation does not accept programs which update low variables in high
branches. Therefore, the above example is no longer considered valid. Our certifying
compilation scheme in Section 4 can be easily adapted to support such transformed pro-
grams: if a program P is accepted by the cross-copying transformation and transformed
into P′, then the adapted certifying compilation scheme will translate P′ into well-typed
assembly code.

For the adaptation, the only change would be in Rule [TRC3], where we ensure
that “balanced branches” remain balanced after the compilation. We provide one way
as Rule [TRC3′] in Figure 13. Note that in a transformed source program, the two
branches of a conditional are balanced. Therefore, Rule [TRC3′] will generate code
where t1 = t2. In the previous Rule [TRC3], the target code is not balanced, and “max”
is used to take the upper bound. Now Rule [TRC3′] inserts an extra code block labeled
l′1 so that the branches remain balanced in the target code.

6 Multi-threading and Internal Timing

6.1 Possibilistic Noninterference

To consider the problem of information flow in a multi-threaded setting, we need to
extend the notion of noninterference to account for the nondeterministic execution of
threads. A straightforward generalization is to define the observable behavior of a pro-
gram as the set of possible execution results.

The interaction between threads can be exploited as a channel of information flow.
Even if an attacker cannot observe the external timing behaviors of a program, some
internal timing behaviors may still result in illicit information flow, e.g., by affecting
the execution order of interacting threads.



Initially: f = 0

Thread 0: if h then f := 1 else f := 2

Thread 1: while f <> 1 do skip;
l := false;
f := 2;

Thread 2: while f <> 2 do skip;
l := true;
f := 1;

Fig. 14. Example on possibilistic channels

Figure 14 gives an example program of three threads. Suppose the value of f is ini-
tially 0. Consider the case where h is true. Thread 1 will be “unlocked” first. Thread
2 will be “unlocked” after the last statement of thread 1. Therefore, the final value of
l will be true. Similarly, the final value of l will be false if h is false. Effectively,
the above multi-threaded program copies the content of h into l. Each of the individ-
ual threads is well-typed under a typical sequential information-flow type system (e.g.,
that of Figure 2), assuming that h and f are high variables and l is a low variable.
Nonetheless, the threads together leak high information.

Smith and Volpano [23] proposed a source-level information-flow type system for
multi-threaded programs, and showed that it guarantees possibilistic noninterference in
the presence of nondeterministic thread scheduling. In this type system, every thread is
checked separately to satisfy two requirements in addition to those enforced for nonin-
terference in the sequential setting:

1. The guard of a while-loop must have type low;
2. The while-loop itself must also have type low.

It is curious that these conditions happen to be the same as those for closing ter-
mination channels. Essentially, loops can only happen under low PCs (see Rule [C6′]
in Section 3). This is convenient, because we can now reused the techniques described
in Section 3. In particular, we enforce the absence of backward jumps in high regions
with monotonically decreasing timing annotations. The introduction of multi-threading
does not affect the treatment described earlier, because the type checking is carried out
separately for each thread.

6.2 Probabilistic Noninterference

The generalization of noninterference in Section 6.1 considers the set of possible execu-
tion results. This is sometimes not strong enough to prevent certain exploits in practice.
For example, the probability distribution of the possible results may serve as a channel
of information flow.

Consider the program in Figure 15. Suppose h is high, l is low, and Clong is a long
statement sequence with many potential context switches in the middle. This program
would be considered secure with the analysis of Section 6.1. However, under most
schedulers, the result of l is likely to be the same as h, because the thread that executes



Thread 0: if h then Clong else skip;
l := true;

Thread 1: if h then skip else Clong;
l := false;

Fig. 15. Example on probabilistic channels

the longer branch will likely to finish later than the other thread. Even though the set of
possible results of l is the same regardless of the value of h, the probability distributions
of the possible results are different.

Such probabilistic attacks exploit the internal timing behaviors of programs. There-
fore, it is natural to adapt the techniques for closing timing channels in Section 5 from
addressing external timing to addressing internal timing. More specifically, instead of
reflecting the external execution time of the program instructions, we let the timing an-
notations reflect the number of potential context switches—the “internal time” observ-
able by threads. This internal time advances by one unit whenever there is a potential
context switch. The analysis of Section 5 would be adapted accordingly, enforcing the
following:

1. To disallow low assignments in high regions;
2. To disallow while-loops in high regions;
3. To allow a high conditional only if the two branches have matching internal timing.

This approach is inspired by Sabelfeld and Sands [20], who obtained the desired
probabilistic noninterference result for a source language by connecting context switches
with the probability distribution of program execution paths in the context of arbitrary
schedulers. Similar to Agat’s transformation system [1], the system of Sabelfeld and
Sands uses “padding” instructions to equalize program branches. Focusing on inter-
nal timing, their system uses skip instructions and dummy forks instead of the “skip-
commands” (e.g., SkipAsn) used by Agat. Transformed programs of their system will
have the same number of atomic commands in high branches. It is natural for TAL+

C to
support the certifying compilation of such transformed programs, as long as one takes
care to implement atomic commands, skip instructions, and dummy forks correctly.

In related work, Volpano and Smith [27] proposed a system that requires high con-
ditionals to be protected so that the branches execute atomically. This can be viewed
as a special instance of the above idea, because the atomic branches exhibit the same
internal timing behavior (i.e., no context switch).

More recently, Smith [22] proposed a less restrictive system that allows a high vari-
able to appear in the guard of a while-loop as long as no assignment to a low variable
follows. The key idea is that a command may be given a type of the form t1 cmd t2,
meaning that the command assigns only to variables of level t1 or higher, and has
running time that depends only on variables of level t2 or lower. It is conceivable to
adapted this idea for assembly code, since both security levels and running times have
clear counterparts in TAL+

C . We leave the details of this as future work.



We have elided the support for thread synchronization in this paper. The secure
support for semaphore-based synchronization at a source level has been studied by
Sabelfeld [18], where semaphore variables are restricted to have type low.

7 Related and Future Work

TAL+
C is motivated by the need of certifying compilation in the area of information-

flow security [19, 10, 21]. On the technical aspects, TAL+
C is inspired mainly by two

lines of work: language-based information-flow security [19] and typed assembly lan-
guages [13].

From the perspective of information-flow security, we are inspired by previous work
on covert channels and concurrency in high-level languages. Volpano and Smith [25]
studied termination-sensitive noninterference, and proposed a type system that closes
termination channels by disallowing loops from occurring at sensitive program points.
Agat [1] used program transformation to prevent timing leaks, where the execution
times of high branches are equalized by cross-padding with appropriate dummy in-
structions. Smith and Volpano [23] established possibilistic noninterference for a multi-
threaded language by, again, disallowing loops from occurring at sensitive program
points. Sabelfeld and Sands [20] proved a probabilistic noninterference result with re-
spect to a scheduler-independent security condition. These systems are closely related
to our solutions and have been discussed in the main body of this paper to illustrate the
expressiveness of TAL+

C .
From the perspective of typed assembly languages, there are some recent efforts to-

ward enforcing information-flow security directly at the target-code level [32, 9, 4, 12,
30, 5]. However, relatively little is done on addressing covert channels or concurrency.
Kobayashi and Shirane [9] proposed a JVML-based type system for timing-sensitive
noninterference. The system relies on the computation of control dependency for iden-
tifying sensitive regions, and closes timing channels in sequential code by inserting a
delay linear with respect to the normal execution time. Hedin and Sands [8] proposed
another JVML-based type system parameterized over an abstract timing model char-
acterizing execution times of instructions and an algorithm enforcing low-observable
equivalence. When given a proper timing model and a corresponding algorithm, the
system guarantees timing-sensitive noninterference in sequential code. The system re-
lies on the computation of the least merge points of branch instructions to address the
lack of program structures in low-level code. Barth et al. [6] proposed a framework for
enforcing secure information flow for multi-threaded low-level code. Special primitives
for interacting with the scheduler are introduced during compilation to prevent internal
timing leaks. The system assumes that the low-level code comes with a security envi-
ronment produced by the compiler for describing the security levels of program points.

In general, the lack of a suitable target for certifying compilation, especially one
that handles both covert channels and concurrency uniformly, presents difficulty when
applying related solutions to the real world, where covert channels and concurrency are
easily exploitable. In this paper, we introduced timing extensions to TALC applicable
under various security assumptions. Only simple arithmetic manipulations on the timing
annotations are required during type checking. Although the annotations are produced



by a compiler, they are verified separately by the TAL+
C type system, thus bad annota-

tions will be caught. As a result, only the type checker is in the trusted computing base,
and the system correctness will not be affected by (a buggy implementation of) the com-
putation on dependence regions, least merge points, or security environments. Using the
generic TAL+

C framework, it is promising to build a common typed assembly language
for “customized” noninterference (termination-sensitive, timing-sensitive, possibilistic,
probabilistic, and plain). In addition, it is interesting to note that timing extensions of
typed assembly languages also have applications beyond noninterference [16, 24].

There are nonetheless still many aspects that deserve further research, especially
on the practical implementation of the theoretical ideas. In particular, the interaction
between security-type preserving compilation and optimization remains an open ques-
tion. In this paper, we provided a compilation scheme that preserves security types,
where we did not perform any optimizations. Conventional compilers perform sophis-
ticated optimizations to produce efficient code. Some of these optimizations may in-
validate the security guarantees established for source programs. A simple example is
that an optimization might change the execution time of program branches, affecting
timing-sensitive noninterference. Whereas there is likely a trade-off between security
and efficiency, optimizations that preserve types and security are worth investigating.

There are also topics which have been studied for high-level languages, but not for
low-level code. Some examples include related security policies [14, 31, 11, 17], practi-
cal implementation and type inference [15, 2], and abstraction-violating attacks [2].

8 Conclusion

We have presented a generic type system TAL+
C for information-flow security in assem-

bly code under various practical settings. Since some useful abstractions (e.g., program
structures) are missing from assembly code, TAL+

C introduces various timing anno-
tations to guide the information-flow analysis. When equipped with different timing
annotations, TAL+

C can guarantee termination-sensitive, timing-sensitive, possibilistic
and probabilistic noninterference. Besides proving the soundness of the type system,
we also provide a certifying compilation scheme targeting TAL+

C . We consider this as a
useful step toward the practical use of security-type systems in assembly code.
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