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Abstract. Language-based information-flow analysis is promising in protecting
data confidentiality. Although much work has been carried out in this area, rela-
tively little has been done for assembly code. Source-level techniques do not eas-
ily generalize to assembly code, because assembly code does not readily present
certain abstraction about the program structure that is crucial to information-flow
analysis. Nonetheless, low-level information-flow analysis is desirable, because
it yields a small trusted computing base. Furthermore, many (untrusted) applica-
tions are distributed in native code; their verification should not be overlooked.

We present a simple yet effective solution for this problem. Our observation is
that the missing abstraction in assembly code can be restored using annotations.
Following the philosophy of certifying compilation, these annotations are gen-
erated by a compiler, used for static validation, and erased before execution. In
particular, we propose a type system for low-level information-flow analysis. Our
system is compatible with Typed Assembly Language, and models key features
including a call stack, memory tuples and first-class code pointers. A noninterfer-
ence theorem articulates that well-typed programs respect confidentiality.

1 Introduction

With the growing reliance on networked information systems, the protection of con-
fidential data becomes increasingly important. The problem is especially subtle for a
computing system which both manipulates sensitive data and requires access to public
information channels. Simple policies that restrict the access to either the sensitive data
or the public channels (or a combination) often prove too restrictive. A more desirable
policy is that no information about the sensitive data can be inferred from observing
the public channels, even though a computing system is granted access to both. Such
a regulation of the flow of information is often referred to as information flow, and the
policy that sensitive data should not affect public data is often called noninterference.

Whereas it is relatively easy to detect and prevent naive violations that directly give
out sensitive data, it is much more difficult to prevent applications from sending out
information that is sophisticatedly encoded. Conventional security mechanisms such as
access control, firewalls, encryption and anti-virus fall short on enforcing the nonin-
terference policy [14]. On the one hand, noninterference posts seemingly conflicting
requirements: it allows the access to sensitive information, but restricts the flow of it.
On the other hand, the violation of noninterference cannot be observed from monitor-
ing a single execution of the program [[16]], yet such execution monitoring is the basis
of many conventional mechanisms.
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In recent years, much effort has been put on enforcing noninterference using tech-
niques based on programming language theory and implementation. These techniques
are promising, because they directly inspect or instrument the program code, and hence
have the potential of learning all possible run-time behavior of the program. Unfortu-
nately, the vast amount of language-based research on information flow [14] does not
address well the problem for assembly code. The challenge there, as we will elaborate
later, largely lies in working with the lack of high-level abstractions and managing the
extreme flexibility offered by assembly code.

Nonetheless, it is desirable to enforce noninterference directly at a low-level. On
the one hand, high-level programs must be translated into low-level code before exe-
cuted on a real machine; compilation or optimization bugs may invalidate the security
guarantee established for the source programs. On the other hand, some applications
are distributed (e.g., native code for mobile computation) or even directly written (e.g.,
core libraries for embedded systems) in assembly; enforcement at a low-level is a must.

This paper presents some important steps of a project tackling information flow at
the assembly level. The contributions are:

— We propose a Typed Assembly Language for Confidentiality (TAL¢) and present
its proof of noninterference. Our abstract machine is generic and close to real archi-
tectures. To reuse existing results on low-level verification, our system is designed
to be compatible with Typed Assembly Language (TAL) [L1]]. It thus approaches a
unified framework for conventional type safety and security.

— Our system models key features of an assembly language, including heap, call stack
and register file, memory tuples (aliasing), and first-class code pointers (higher-
order functions). Because assembly code is often arduous to work with, we present
our formal result with a core language supporting the above features for ease of
understanding, but also informally discuss other extensions.

— Although desirable to directly verify at an assembly level, it is more practical to
develop programs in high-level languages. We briefly discuss a translation from a
system of linear continuations [24] to TALc. A companion technical report [23]
presents a translation from a security-typed imperative source language with first-
order procedures to TAL ¢, illustrating certifying compilation for noninterference.

This paper does not address covert channels (e.g., termination [19,/1] and timing
[2112]) or abstract-violation attacks (e.g., cache [3]). Section 2 provides background
on language-based approaches for information flow, places our work in the context of
existing researches, and points out the extra difficulties for noninterference at an assem-
bly level. An informal overview of our approach is given in Section[3l Section@ presents
the TAL system, focusing on core features that illustrate ideas pertinent to informa-
tion flow. Section [5] helps better understand TAL in comparison with work on linear
continuations. Orthogonal issues and practical extensions are discussed in Section[6l

2 Background

2.1 Information Flow

The problem of information flow can be abstracted as a program that operates on data
of different security levels, e.g., low and high. Low data are public data that may be
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observed by all principals; high data are secret data whose access is restricted. An
information-flow policy requires that no information about high inputs can be inferred
from observing low outputs. The security levels can also be generalized to a lattice [20].

Such a policy concerns tracking the flow of information inside a target system.
Whereas it is easy to detect explicit flows (e.g., through an assignment from a secret
h to a public 1 with 1=h), it is much harder to detect various forms of implicit flow.
For example, the statement 1=0; if h then 1=1 involves an implicit flow from
h to 1. At run-time, if the then branch is not taken, a conventional security mecha-
nism based on execution monitoring will not detect any violation. However, information
about h can indeed be inferred from the result of 1.

Instead of observing a single execution, language-based techniques derive assur-
ance about a program’s behavior by examining, and possibly instrumenting, the pro-
gram code. In the above example, the information essentially leaks through the program
counter (often referred to as pc)—the fact that a branch is taken reflects information
about the guard of the conditional. In response, a security-type system typically tags
the pc with a security label. If the guard of a conditional concerns high data, then the
branches are verified under a pc with a high security label. Furthermore, assignments to
low variables are prohibited under such a high pc.

2.2 Related Work

Although there has been much work applying language-based techniques to informa-
tion flow [14], most of it focused on high-level languages. Many high-level abstrac-
tions have been formally studied, including functions [8]], exceptions [[13], objects [3],
and concurrency [18l1]], and practical implementation is within reach [[12]. Nonethe-
less, enforcing information flow at only a high level puts the compiler into the trusted
computing base (TCB) [15]]. Furthermore, we should not overlook the verification of
software distributed (or written) directly in low-level code.

Barthe et al. [|6] presented a security-type system for a bytecode language and a
translation that preserves security types. Their stack-based language is much different
from the RISC architecture that we model. More importantly, their verification circum-
vents a main difficulty—the lack of program structures at a low-level—by introducing
a trusted component that computes the dependence regions and postdominators [4] for
conditionals. This component is inside the TCB and trusted.

Zdancewic and Myers [24] used linear continuations to enforce noninterference at
a low-level. Their language is based on variables and still much different from assem-
bly language. In particular, linear continuations, although useful in enforcing a stack
discipline that helps information-flow analysis, are absent from conventional assembly
code. Hence further (trusted) compilation to native code is required. Nonetheless, we
borrowed some ideas from Zdancewic and Myers, including the handling of memory
aliasing and code pointers, although these features are modeled as different constructs
in our system. A more thorough discussion of the connection between linear continua-
tions and our solution is given in Section[3 after presenting our system.

Bonelli et al. [[7] explored the realization of linear continuations in an assembly
language SIFTAL. Two new instructions are introduced in correspondence with the
operations on linear continuations as proposed by Zdancewic and Myers [24]. These
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two instructions enforce structured control flows that are missing from normal assem-
bly code with the help of a continuation stack (this stack is different from the one for
function calls). One instruction pushes a linear continuation onto the stack, the other
pops a linear continuation off the stack and transfers the control to it. Such a mecha-
nism maintains structured control flow in assembly code, thus helps information-flow
analysis. Unfortunately, conventional assembly programming and machine models do
not contain such a special continuation stack and the instructions manipulating it.

Recently, Medel et al. [9]] improved SIFTAL to SIF, using a stack of labels to sim-
plify the above approximation of linear continuations. Unlike SIFTAL, SIF resorts to
static type annotations to enforce noninterference, and no longer requires a stack of
linear continuations during execution. This is in spirit similar to our solution of TAL¢.
However, SIF supports only a minimal set of language features (arithmetic, memory
update, branching and direct jumps), and does not address how the type annotations
can be produced. In contrast, our language TAL ¢ further supports code pointers and a
call stack. The companion technical report [23] presents a type-preserving translation
to TAL¢ from a security-typed source language, where the support for procedure calls
introduces extra subtleties for noninterference. Section 5] provides more details.

This paper targets RISC-style assembly code. We introduce a type system to verify
the unstructured control flow, which in turn helps information-flow analysis. Type an-
notations are used to recover information about high-level program structures, and no
trusted component is required for computing postdominators. This contrasts with the
above work on bytecode languages. Furthermore, we do not rely on extra constructs
such as linear continuations or a continuation stack. An erasure semantics trivially re-
duces programs in our language to normal assembly code.

2.3 Assembly Code

There are several challenges for enforcing information flow for assembly code.

First, high-level languages make use of a virtually infinite number of variables, each
of which can be assigned a fixed security label. In assembly code, the use of memory
cells is similar. However, a finite number of registers are reused for different source-
level variables. As a result, one cannot assign a fixed security label to a register.

Second, the control flow of an assembly program is not as structured. The body of
a conditional is often not obvious, and generally undecidable, from the program code.
Hence the idea of using a security context to prevent implicit flow through conditionals
cannot be easily carried out.

Third, assembly languages are very expressive. Aliasing between memory cells are
difficult to reason about [17]. The support for first-class code pointers (the reflection of
higher-order functions at the assembly level) is very subtle. A code pointer may direct
a program to different execution paths, even though no branching instruction is present.

Fourth, since it is not practical to always directly program in an assembly language,
a low-level type system must be designed so that the type annotations can be generated
automatically, e.g., through certifying compilation. The type system must be at least as
expressive as a high-level type system, so that any well-typed source program can be
translated into well-typed assembly code.
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Finally, it is desirable to achieve an erasure semantics where type annotations have
no effect at runtime. A security mechanism can not be generally applied in practice if it
incurs too much overhead. Similarly, it is also undesirable to change the programming
model for accommodating the verification needs. Such a model change indicates either
a trusted compilation process or a different target machine.

3  Our Approach

3.1 Explicit Assignment

An obvious kind of information flow is through assignment. In a high-level language,
variables can be “tagged” with security labels; the security-type system prevents label
mismatch for assignments. At an assembly level, memory cells can be tagged similarly.
When storing into a memory cell, a typing rule ensures that the security label of the
source matches that of the target.

Registers need to be regulated differently, because they can be reused for different
variables with different security labels (registers cannot be aliased, which makes it safe
to update their types). Since variable and liveness information is not available at an
assembly level, one can not easily base the enforcement upon that.

In fact, a similar problem arises even for normal type safety. A register in TAL can
have different types at different program points. These types are essentially inferred
from the computation itself. For instance, in an addition instruction add rq, rs, r¢, the
register rq is given the type int, because only int can be valid here. Similarly, when
loading from a memory cell, the target register is given the type of the source mem-
ory cell. Adapting such inference for security labels is straightforward. In the addition
add rq, rs, ¢, the label of r4 is obtained by joining the labels of r; and 7;, because
the result in r4 reflects information from both rs and r;. Moving and memory reading
instructions are handled similarly.

3.2 Program Structure

A conditional statement in a high-level program can be verified so that both sub-
commands respect the security level of the guard expression. Such verification becomes
difficult in assembly code, where the “flattened” control flow provides little help in
identifying the program structure. A conditional is typically translated into a branching
instruction and some code blocks, where the postdominator of the two branches are no
longer apparent.

We use annotations to restore the program structure by pointing out the postdomi-
nators whenever they are needed. Note that high-level programs provide sufficient in-
formation for deciding the postdominators, and these postdominators can always be
statically determined. For instance, the end of a conditional command is the postdomi-
nator of the two branches. Hence a compiler can generate the annotations automatically
based on a securely typed source program. In our system, our postdominator annotation
is essentially a static code label paired with a security label.

Since branching instructions (bnz 7, 1) are the only instructions that could directly
result in different execution paths, it would appear that one should enhance branching
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lbnz R 'jrnp
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Conditional Vvhile-loop Indirect
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Fig. 1. Flow through program structure

instructions with postdominators. The typing rule then checks both branches under a
proper security context that takes into account the guard expression. Such a security
context terminates when the postdominator is reached.

Although plausible, this approach is awkward. Figure [[ldemonstrates three scenar-
i0s. Besides the conditional scenario, branching instructions are also used to implement
while-loops, where the postdominator is exactly the beginning of one of the branches.
In this case, only the other branch should be checked under a new security context. If
we directly annotate the branching instruction, the corresponding typing rule would be
“overloaded.” More importantly, an assembly program may contain “implicit branches”
where no branching instruction is present. The third scenario illustrates that an indirect
jump may lead the program to different paths based on the value of its operand register.
A concrete example will appear in Section[3.3]

Inspiration of a better solution lies in high-level security-type systems [23]], which
typically use a subsumption rule to outline a region of computation where the security
level is raised from low to high. The end of the region is exactly a postdominator.
Following this, our approach is to mimic the high-level subsumption rule with two low-
level raising and lowering operations that explicitly manipulate the security context and
mark the beginning and the end of the secured region.

3.3 Memory Aliasing

Aliasing of memory cells present another channel for information transfer. In Figure 2]
a low pointer p_1 and a high pointer p_h are aliases of the same cell. This is useful if a
high principal wishes to observe a low computation. The code in this figure may change
the aliasing relation based on some high variable h by letting p_h point to another cell.
Further modification through p_h may or may not change the value in the original cell.
As a result, observing through the low pointer p_1 reveals information about the high
variable h.

The problem lies in the assignment through the high pointer p_h, because it re-
veals information about the aliasing relation. The solution, following Zdancewic and
Myers [24], is to tag pointers with two security labels. One is for the pointer itself,
and the other is for the data being referenced. Assignments to low data through high
pointers are not allowed. This is a conservative approach—all pointers are considered
as potential aliases.
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( suppose p_h alias p_1 )
if (h=0) then p_h=new cell; P-! -[v]

*p_h=1; s
(* now *p_1 reveals h *) p_h

Fig. 2. Flow through aliasing

fun £0 () = (1:=0; ())
fun £1 () = (1:=1; ())
let £ = (if h then fl1l else f0) in £()

Fig. 3. Flow through code pointer

3.4 Code Pointers

Code pointers further complicate information flow. Figure B]shows a piece of functional
code where f represents different functions based on a high variable h. In its reflection
at an assembly level, different code blocks will be executed based on the value of h.
Naturally, £ contains sensitive information and should be labeled high. However, the
actual functions £0 and £1 can only be executed under a low context, because they
modify a low variable 1. In this case, the invocation to £ should be prohibited.

In our system, similar to data pointers, code pointers are also given two security
labels. The typing rules ensure that no low function is called through a high code pointer.

3.5 Security Context Coercion

Finally, Figure @] shows a piece of code where a mutable code pointer complicates the
flow analysis. Functions £0 and £1 only modify high data. A reference cell £ is as-
signed different code pointers within a high conditional. Later, f is dereferenced and
invoked in a low context.

fun £0 () = (h’':=0; ())
fun f1 () = (h':=1; ()) .
if h then £ := f1l else £ := f0;

1:=1; '£(); 1l:=1%2;

Fig. 4. Context coercion without branching

This code is safe with respect to information flow. At a high level, a subsumption
rule allows calling the high function ! £ () in a low context. However, in its assembly
counterparts, both the calling to £ and the returning from £ are implemented as indirect
jumps. The calling sequence transfers the control from a low context to a high context,
whereas the returning sequence does the opposite. Since the function invocation is no
longer atomic at an assembly level, one cannot directly devise a subsumption rule. Fur-
thermore, there is no explicit branching instruction present when f is dereferenced and
invoked (the third scenario of Figure [T).
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In our system, the raising and lowering operations explicitly mark the boundary of
the subsumption rule. During certifying compilation, the source-level typing and pro-
gram structure provide sufficient information for generating the target-level annotations.
When a subsumption rule is applied in the source code, the corresponding target code
is generated within a pair of raising and lowering operations.

4 TALc

4.1 Abstract Machine

Our language TAL¢ is designed to resemble TAL [11]] for ease of understanding. We
introduce some new constructs for confidentiality, and accommodate a stack following
STAL [10] for supporting procedure calls. For simplicity, we omitted from TAL and
STAL some features (e.g., polymorphism, existential types and heap allocation) that
are orthogonal to our proposed security operations.

We assume that security labels form a lattice £. We use 6 to range over elements of
L. We use L and T as the bottom and top of the lattice, U and N as the lattice join and
meet operations, and C as the lattice ordering. The syntactic constructs of TAL can be
understood in three steps as follows.

Type Constructs. The top portion of Figure 3] presents the type constructs. Security
contexts ~ follow the idea of Section An empty security context (e) represents an
program counter with the lowest security label. A concrete context (6 > w) is made up
of a security label 6 (the current security level) and a postdominator w. The postdomi-
nator w has the syntax of a word value, but its use is restricted by the semantics to be

(contexts) Kk :=e|fO>w
(pre-type) T n=int | (o1,...,0n) | V[A].(k)
(types) o =79 |ns
(stackty) X u=p|nil|o=X
(varenv) A :u=o|pA|ad
(ypearg) b =X w
(heapty) W u={l1:01,...ln:0n}
(regfilety) I z:={r1:01,...7n:0n,sp: X}
(registers) r u=r1|r2]|...
(wordval) w ==a|l|i|ns]|w]
(smallval) v =71 |w|v[yY]
(heap val)  h == (w1,...,wn) | code[A|(r) .1
(heaps) H :={li+ h1,...,ln+— hy,}
(reg files) R :={rir— wi,...,Tn — wyn,spr— S}
(stacks) S u==nil|w:S
(instr) ¢ ==addrq,rs,v | 1d r4,7s(7) | st rq(i),rs | mov rq,v | bnz r,v
| salloc i | sfree i | s1d r4,sp(7) | sst sp(i),rs | raise k
instr seq w=1;1 | lower w | jmp v | halt |o
1 1
(prog) P = (H,R,I)x

Fig. 5. Syntax of TALc
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eventually an instantiated code label, i.e., the ending point of the current security level.
The postdominator w could also be a variable «; this is useful for compiling procedures,
which can be called in different contexts with different postdominators.

Pre-types (7) reflect the normal types as seen in TAL, including integer types, tuple
types, and code types. In comparison with TAL, our code type requires an extra security
context (k) as part of the interface. A type (o) is either a pre-type tagged with a security
label or a nonsense type (ns) for uninitialized stack slots. A stack type (X)) is either a
variable (p), or a (possibly empty) sequence of types. We sometimes use nature numbers
to refer to stack slots; slot 0 refers to the bottom-most element. The variable context
(A) is used for typing polymorphic code; it documents stack type variables (p) and
postdominator variables («). Stack types and postdominators are also generally referred
to as type arguments 1. Finally, heap types (¥) or register file types (") are mappings
from heap labels or registers to types; the sp in the register file represents the stack.

Note that the type constructs provide two layers of security labels for a data pointer
(e.g., (intg, ), ; Section[3.3) or a code pointer (e.g., (V[o].(f2 > 1) I'), ; Section[3.4)—
one (#,) for the pointer itself, the other (63) for the data or code being referenced.

Value Constructs. The middle portion of Figure [§] shows the value constructs. A word
value w is either a variable, a heap label /, an immediate integer ¢, a nonsense value
for an uninitialized stack slot, or another word value instantiated with a type argument.
Small values v serve as the operands of some instructions; they are either registers r,
word values w, or instantiated small values. Heap values h are either tuples or typed
code sequences; they are the building blocks of the heap H. Note that a value does
not carry a security label. This is consistent with the philosophy that a value is never
intrinsically sensitive—it is sensitive only if it comes from a sensitive location [20],
which is documented in the corresponding types (¥ and I'). Finally, a register file R
stores the contents of all registers and the stack, where the stack is a (possibly empty)
sequence of word values.

Code Constructs. Code constructs are given in the bottom portion of Figure [Sl We
retain a minimal set of instructions from TAL and STAL, and introduce two new in-
structions (raise k and lower [) for manipulating the security context as discussed in
Section Bl A program is the usual triple tagged with a security context. The security
context facilitates the formal soundness proof, but does not affect the computation.

In the operational semantics (available in the technical report [23]]), there are only
two cases that modify the security context: raise ' updates the security context to «/,
and lower w picks up a new security context from the interface of the target code w.
In all other cases, the security context remains the same, and the semantics is standard.
It is easy to see that this operational semantics mimics the behavior of a real machine,
and does not prohibit bad flows. One can obtain a conventional machine by removing
the security contexts and raise & instructions, and replacing lower w with jmp w.

4.2 Typing Rules

The static semantics consists of judgment forms summarized in Figure [fl A security
context appears in the judgment of a valid instruction sequence. Heap and register file
types are made explicit in the judgment of a valid program for facilitating the noninter-
ference theorem. All other judgment forms closely resemble those of TAL and STAL.
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|Judgment |Meaning |
Ak K is a valid context

AbFT T is a valid pre-type

AFo o is a valid type

AFXY X is a valid stack type

U W is a valid heap type

ArRT I is a valid register file type

AR It C Iy |Register file type I weakens 1%
FH:V Heap H has type ¥

UES: X Stack S has type X
VER: I Register file R has type I"
Ukh:o Heap value h has type o
U;AFw:o [Word value w has type o
U; A; ' v @ o|Small value v has type o

U, A; Ik = 1|1 is a valid sequence of instructions
v, I'+-P P is a valid program

Fig. 6. TAL ¢ typing judgments

The typing rules are available in the technical report [23]. Selected typing rules are
given in Figure[7l A type construct is valid (top six judgment forms in Figure [6) if all
free type variables are documented in the type environment. Heap values and integers
may have any security label. The types of heap labels and registers are as described in
the heap type and the register file type respectively. All other rules for non-instructions
are straightforward extensions of those in TAL and STAL.

We use SL(k) to refer to the security label component of x. SL(e) is defined to be
L. The typing rules for add, 1d and mov instructions infer the security labels for the
destination registers; they take into account the security labels of the source and target
operands and the current security context.

The rule for bnz first checks that the guard register r is an integer and the target
value v is a code label. It then checks that the current security context is high enough
to cover the security levels of the guard (preventing flows through program structures;
Section[3.2)) and the target code (preventing flows through code pointers; Section 3.4)).
Lastly, the checks on the register file and the remainder instruction sequence make sure
that both branches are secure to execute.

The rule for st concerns four security labels. The label of the target cell must be
higher than or equal to those of the context (Section 3.2), the containing tuple (Sec-
tion[3.3)), and the source value (Section[3.1)).

The rules for the stack instructions follow similar ideas. In essence, the stack can
be viewed as an infinite number of registers. Instruction salloc or sfree add new
slots to or remove existing slots from the slot, so the rules check the remainder instruc-
tion sequence under an updated stack type. The rule for instruction s1d or sst can be
understood following that of the mov instruction.

The rule for raise checks that the new security context is higher than the current
one. Moreover, it looks at the postdominator w’ of the new context, and makes sure that
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ok k FH:Y VER: I Uio; Ik T
U I'+ (H,R,I)x

SL(k) =10 I'(rs) = (o1,... 7Un>91 0i = To,
U As T{ra : Toue,ue, 3k E T
U ATk 1drg,rs(i); 1
SL(k) =6  I'(r)=inte, W;A;T'Fv:(V[o](x)I"),,
LU, CO AFI'CI U AT kb= T
V. A; sk Ebnzr,v; 1
SL(FL):O F(Td):<0'17...70'n>91 o; = Te/
I'(rs) = 7o, OUO,LUO; C O U A T kT
U ATk b strg(i),rs; 1

2

I'(sp) =X U; AsT{sp:nsu:...unsu X} b T
U, A; I'; k- salloc iy I
SL(k) =10 I'(sp) =o00::...ii0 X I'(rs) = 1o
U AT {sp:ooii...ioi—1uTguer i X sk B T

U A Ik b sstosp(i),rs; 1
K=0>w K =0 >uw 0Co
U Al w': (V[o] (k) I'),, U, ATk E T
U ATk - raise k' 1
k=0>w U AR w: (Vo] (k') TT),
0, C SL(') AFT'CT
U A; I'; k - lower w

1

Fig. 7. Selected typing rules of TALc

the security context at w’ matches the current one. The remainder instruction sequence
is checked under the new context.

Since the rule for raise already checked the validity of the ending label of a secured
region, the task for ending the region is relatively simple. The rule for lower checks that
its operand label matches that dictated by the security context. This guarantees that a
secured region be enclosed within a raise-lower pair. The rule also makes sure that the
code at w is safe to execute, which involves checking the security labels (Section [3.4)
and the register file types.

The rule for jmp checks that the target code is safe to execute. Similar checks also
appeared in the rule for bnz. In these two rules, the security context of the target code is
always the same as the current one. This is because context changes are separated from
conventional instructions in our system. For example, one may enclose high target code
within raise and lower before calling it in a low context.

Finally, halting is valid only if the security context is empty, and the value in r; has
the expected type o.

We note that supporting explicit heap allocations does not introduce new difficulties.
Although different program branches may exhibit different allocation behaviors under
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a high security context, they must agree at a common heap type when joining at a corre-
sponding lower instruction. Furthermore, we define the equivalence of heaps (stacks,
register files) based only on their elements of low security types (the next section).

4.3 Soundness

TAL ¢ enjoys conventional type safety (memory and control-flow safety), which can be
established following the preservation and progress lemmas.

Before presenting the noninterference theorem, we define the equivalence of two
programs with respect to a security level 6. Intuitively, two programs (heaps, stacks,
register files) are equivalent if and only if they agree on their low-security contents.

Definition 1 (Heap Equivalence). ¥ - H; =9 Hy <= for everyl € dom(¥), if
U(l) =719 and 0’ C 0 then H1(l) = Ho(l).

Definition 2 (Stack Equivalence). X'+ S| ~¢ Sy <= for every stack slot i, if
X(i) = 79 and 0" C 0 then S1(i) = S2(7).

Definition 3 (Register File Equivalence). ['F Ry ~¢ Ro <— (1)
I'(sp) & Ry(sp) ~¢ Ra(sp), and (2) for every r € dom(I'), if I'(r) = 79 and
0’ C 0, then Ry(r) = Ra(r).

Definition 4 (Program Equivalence). ;' + P, 9 P, < P, = (H1,R1,11)«,,
P, = (HQ,RQ,IQ)Kz, U Hy ~¢ Hy, ' b Ry =9 Ry, and either:
(1) ki=ke, SL(k1) C 0, and I} = I, or (2) SL(k1)Z 6, SL(k2)Z 0.

It is easy to see that the above relations are all reflexive, symmetrical, and transitive.
Our noninterference theorem relates the executions of two equivalent programs that
both start in a low security context (relative to the security level of concern). If both
executions terminate, then the result programs must also be equivalent.

The idea of the proof is intuitive. Given a security level of concern, the executions
can be phased into “low steps” and “high steps.” It is easy to relate the two executions
under a low step, because they involve the same instructions. Under a high step, the two
executions are no longer in lock step. Recall that raise and lower mark the beginning
and the end of a secured region. We relate the program states before the raise and after
the lower, circumventing directly relating two executions under high steps. Interested
readers are referred to the technical report [23]] for more details.

Theorem 1 (Noninterference).If P = (H,R,I),, SL(k) C0, ;' P, U;T' I Q,
U;I' F P =~y Q, Pr—* (Hp, Ry,halt [0p])e, and Q —* (Hy, Ry, halt [og])e,
then exists I such that W; I'" + (Hp, Ry, halt [0p])e ~o (Hy, Ry, halt [o4])e.

4.4 Example

Figure[§] gives a simple example to demonstrate the use of security labels and contexts.
The high-level pseudo-code program involves a low variable a and two high variables
b and c. In a corresponding TAL- program, we use heap cells labeled [, I, and [,
to represent these variables. The TAL program starts from the code labeled [ in a
low security context. After the initial setup, it raises the security context to T > I3. The
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A pseudo-code program: a=0;if (b<>0) then c=1 else c=0;a=1
A corresponding TALc program:  (H, {sp : nil}, jmp lo)e where H = {(la, lp, [ omitted)
lo — code[o](e){sp : nil}.

mov 1y, 0; % ro — 0
mov 71, la; %or1—la
mov 72, lp; % 1o — 1
mov 73, l¢; % r3 «— I,
st r1(0), 7o; % lg — 0
raise T b l3; % raise security context
jmp [y
li = code[o(T >ls){ro: (inty) ,ri:(inty) ,r2: (intT) ,73: (intT), ,sp: nil}.
1d r4,72(0);
bnz ry, lo; % go to Iz if content of [, is not zero
st r3(0), ro; % the else branch: I < 0
lower I3 % restore security context and go to I3
la — code[o](T >is){ro: (inty) ,7r1: (inty), ,re : (intT)  ,r3: (intT) ,sp: nil}.
mov 7o, 1;
st r3(0), ro; % the then branch: [, «— 1
lower I3 % restore security context and go to I3
I3 — codelo](e){r1 : int 1, sp : nil}.
mov 7o, 1;
st 71(0), 7o; Do lag — 1
halt [int | }

Fig. 8. TALc example

control is then transferred to the code labeled /;, which contains a test on the high
variable b and directs the execution to two separate branches. In either branch of the
conditional, the high variable c is updated, and the security context is restored with
lower l3. The code at [3 is then free to update the low variable a again.

A closer look at the code labeled [; reveals several interesting issues. When check-
ing the first load instruction (1d r4,72(0)), the security level for 4 is inferred to be
high (T). The following branching instruction (bnz 74, l2) type-checks because the cur-
rent security context (T > [3) is high enough to cover the security level of 4. The next
store instruction (st 73(0), ro) is also valid, because it is ok to update a high variable
in a high context. In comparison, the store instruction would fail to type-check if ¢
was a low variable. Finally, the high security context is ended with a lower instruction
(lower [3) that directs the control flow to the postdominator of the conditional.

5 Discussions

Linear Continuations. Zdancewic and Myers [24] introduced a notion of ordered linear
continuations to facilitate the information-flow analysis at a low level (we use ZM to
refer to their system). An important requirement of such analysis is that one needs
to allow a high-security conditional to be surrounded by low-security computation. In
ZM, before the conditional statement, a linear continuation is created to capture the
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computation after the conditional. Such a linear continuation must be called exactly
once at the end of either branch of the conditional. Furthermore, the linear continuation
records the security context in which it is created, allowing the security context to be
reset properly when the branches meet.

As a higher-order analog to postdominators in a control-flow graph, ordered linear
continuations enforce a stack discipline that allows security contexts to be reset at the
join points of program branches. The static semantics ensures that the linear continu-
ations are properly nested, and at any time only the top continuation on the (virtual)
continuation stack is available. The linearity is enforced because the continuation is es-
sentially popped off the stack when used. In particular, every value in ZM is tagged with
a security label. The operational semantics keeps track of the security context during
the execution, and ensures that security labels of the values are propagated correctly.

It may help to view our solution as an adaptation of linear continuations for the RISC
architecture. A postdominator of program branches is essentially expressed as a static
code label. The security operations raise and lower correspond to the creation and
elimination of linear continuations. At any program point, our static semantics keeps
track of only the top element of the (virtual) continuation stack. The typing rule for
raise ensures that the security context at the postdominator matches the current one,
thus enforcing the stack discipline.

We wish to point out, nonetheless, that such an adaptation yields a simple, practi-
cal and well-grounded solution to the identified problem of information-flow analysis
for assembly code. In particular, it bridges the gap between the functional abstraction of
linear continuations and the raw assembly code running on actual machines. In compar-
ison with ZM, our system TAL ¢ models the use of registers and assembly instructions,
and hence is closer to the actual RISC architecture. We do not attach security labels to
values; this makes it trivial to see that security annotations do not affect computation.
In fact, the enforcement of noninterference in TAL is cleanly separated from normal
program execution. It is also obvious that security operations in TAL¢ are orthogo-
nal from conventional instructions (e.g., branching and jumping) and mechanisms (e.g.,
call stack), which allows our approach to be carried further with other language exten-
sions. Consequently, we consider TAL¢ as a good first step toward a scaled-up typed
assembly language for noninterference.

Translating Linear Continuations. It may appear that TAL¢ is not as expressive as the
language of Zdancewic and Myers’ [24] (ZM), because the security context of TAL¢
uses static labels. Nonetheless, these static labels are only used to refer to code (e.g.,
that of linear continuations in ZM) whose locations can be statically determined. In-
deed, their source level counterparts are the ending points of conditional structures,
which are always statically known. Therefore, there is not a loss of expressiveness. We
demonstrate this by speculating a translation from ZM to TALc.

In ZM, there are two expressions manipulating linear continuations: creation and
elimination. The creation of a linear continuation essentially has the form letliny =
Mpc)(z:0).e in€'. A corresponding elimination has the form 1goto y v.

The translation can be carried out following Morrisett et al. [[11]]. The step of CPS
conversion is not needed because ZM is already in CPS. During closure conversion, the
abstraction A(pc)(x : o).e (which corresponds to the code at a postdominator) will be



176 D. Yu and N. Islam

assigned a static code label. This code label is exactly the static postdominator needed
for raising the security context in TAL¢. In a formal translation, this label can be used
to generate a raise instruction when a corresponding branching point is reached. The
typing (in particular, the security labels) of a ZM program is sufficient for identifying
the branching point.

The elimination of linear continuation (1goto y v) is relatively straightforward.
Suppose the code of y (the lambda abstraction) declared using letlin is assigned
the heap label [, during closure conversion, the elimination expression lgoto y v
can be translated as a lower !, preceded with appropriate code computing the
argument v.

For better understanding the relationship between linear continuations in ZM and
security contexts in TAL¢, we further look into an example of nested let1in declara-
tions: letliny; = lv; inletlinys = [vg ine. Once the second letlinis declared,
the first linear continuation y; should be accessible only from inside lvy. Therefore, ZM
requires that e type checks under ys, and lv, type checks under y; . This essentially en-
forces a stack discipline.

TAL¢ has a similar mechanism. Suppose the current security context is 6; > {; and
the current instruction sequence is raise 6 > Io; I. The type system of TAL ¢ checks I
under 65 > 2, and checks that the code type at [2 respects 61 > [;. This enforces a similar
stack discipline as in ZM; note that only the top stack element is apparent at any time.

SIF. SIF [9] is developed independently from TAL¢. These two systems are similar in
spirit—both use static types for information-flow analysis. However, SIF is based on
a minimal language where relatively simple annotations, namely a stack of static code
labels, suffice. In a more realistic language, a single function (even if monomorphic
with respect to security levels) can be called at different program points. The security
contexts of these program points may be different with respect to (1) the postdominator
of the current context (SIF tracks this with the top stack element), and (2) the “enclosing
contexts” (SIF tracks these with the stack tail). Since the label stack of SIF is made up
of static code labels, one cannot reuse the same code at different program points with
different contexts.

TALc only maintains the current security context at any program point, and we
show that it suffices for establishing noninterference. With such a treatment, the code
types are naturally polymorphic with respect to enclosing contexts. We also allow post-
dominators to be polymorphic. The certifying compilation scheme in the technical re-
port [23] further demonstrates the expressiveness of TALc.

6 Extensions and Future Work

Orthogonal Features. For ease of understanding, TAL- focuses on a minimal set of
language features. Nonetheless, polymorphic and existential types, as seen in TAL, are
orthogonal and can be introduced with little difficulty. Furthermore, since TAL¢ is com-
patible with TAL, it is also possible to accommodate other features of the TAL family.
For instance, alias types [[L7] may provide a more accurate alias analysis, improving the
current conservative approach that considers every pointer as a potential alias. In the
following, we will also discuss the use of singleton types [22].
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Security Polymorphism. TAL relies on a security context 6 > w to identify the current
security level 6 and its ending point w. It is monomorphic with respect to security,
because the security level of a code block is fixed. In practice, security-polymorphic
code can also be useful.

int double(x:int) { x=xx2; }
if h<10 then double (h);
double (1) ;

Fig. 9. Security-polymorphic function

Figure[] gives an example. The function double can be invoked with either low or
high input. It is safe to invoke double in a context if only the security level of the input
matches that of the context. In a security polymorphic TAL-like type system, double
can be given the type (V[0,a].(0 > a){rs : intg, 7o : (V[].(0 > a){r1 : intp})1})1.
Here r; is the argument register, 7o stores the return pointer, and the meta-variable
0 is reused as a variable.

It is straightforward to support this kind of polymorphism. In fact, most of the re-
quired constructs are already present in TAL-. We omitted such polymorphism simply
because it complicates the presentation without providing additional insights. Nonethe-
less, the expressiveness of such polymorphism is still limited. Since the label « is not
known until instantiated, the code of double has no knowledge about ««. Hence the
security context 6 > o cannot be discharged within the body of double.

It is not obvious why one would wish to discharge the security context within a poly-
morphic function. Indeed, it is always possible to wrap a function call inside a secured
region by symmetric raise and lower operations from the caller’s side. However, the
asymmetric discharging of security context may be desirable for certifying optimiza-
tion. For instance, in Figure[9l double is called as the last statement of the body of a
high conditional. In this case, directly discharging the security context when double
returns would remove a superfluous lower from the caller’s side. Such a discharging
requires lower to operate on small values—since the return label is not statically fixed,
it must be passed in through a register.

It may require singleton and intersection types to support such a lower operation.
For example, a double function that discharges its security context can have type

(vw, o] (0 a) {2 eimt(o). A (VL inte}h})L |

At the end of the function, lower ry discharges the security context and transfers
the control to the return code. For type checking, the singleton integer type sint(«)
matches the register vy with the label in the security context, and the code type ensures
that the control flow to the return point is safe.

Full Erasure. With the powerful type constructs above, one can achieve a full erasure
for the lower operation. Instead of treating lower as an instruction, one can treat it
as a transformation on small values. This is in spirit similar to the pack operation of
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existential types in TAL. Such a lower transformation bridges the gap between the
current security context and the security level of the target label. The actual control flow
transfer is then completed with a conventional jump instruction (e.g., jmp (Lower rg)).

One can also achieve a full erasure for lower even without singleton types. The
idea is to separate the jump instruction into direct jump and indirect jump. This is also
consistent with real machine architectures. The lower operation transforms word val-
ues (eventually, direct labels). Lowered labels, similar to packed values, may serve as
the operand of direct jump. Indirect jump, on the other hand, takes normal small val-
ues. This is expressive enough for certifying compilation, yet may not be sufficient for
certifying optimization as discussed above.

7 Conclusion

We have presented a language TAL for enforcing data confidentiality in assembly
code. The main idea is to use type annotations to restore high-level abstractions that are
crucial to information-flow analysis. In TAL¢, operations related to security are kept
orthogonal from other language features. As a result, it is possible to accommodate
existing results on low-level verification, such as the TAL family. Our technical report
presents a translation from a high-level security language with first-order procedures
to TAL¢. A soundness theorem shows that the translation preserves security types. We
consider this as a useful step toward a certifying compiler for noninterference.

Acknowledgments. We thank Eduardo Bonelli, Adriana Compagnoni, Ricardo Medel,
Greg Morrisett, Steve Zdancewic and the anonymous referees for helpful comments on
previous drafts.
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